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ABSTRACT

In this paper we uses three layered approach which is helpful to hide large amount of message. Our
approach provides a better way for embedding more secret data into cover image. This method makes the
data embedding process to alter more LSBs of a pixel of RGB planes to increase the capacity of the
steganography. It efficiently and effectively hides data with the help of a key in JPEG colored digital image.
The proposed method makes the steganalysis harder by providing improved security and capacity to hide
data. The security must be high so that any kind of attacks should not reveal secret information.

Keywords: Least Significant Bit (LSB), PSNR, MSE, Steganography.

INTRODUCTION

Steganography is an important area of research in recent years involving a number of
applications. It is the science of embedding information into the cover image viz., text, video, and
image (payload) without causing statistically significant modification to the cover image. The
modern secure image steganography presents a challenging task of transferring the embedded
information to the destination without being detected.For comparing stego image withcover results
requires a measure of image quality, commonly used measures are Mean-Squared Error, Peak
Signal-to-Noise Ratio and capacity. [1]

1 Mean-Squared Error:
The mean-squared error (MSE) between two images 11 (m, n) and 12 (m, n) is[11]:

MSE= YM,N [I1 (m, n) and 12 (m, n)] /M*N
M and N are the number of rows and columns in the input images, respectively.

2 Peak Signal-to-Noise Ratio:
Peak Signal-to-Noise Ratio (PSNR) avoids this problem by scaling the MSE according to the
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image range [12]:

PSNR= 10 logyg (256°/MSE)

PSNR is measured in decibels (dB). PSNR is a good measure for comparing restoration results for
the same image.

3. Capacity:

It is the size of the data in a cover image that can be modified without deteriorating the integrity
of the cover image. The steganography embedding operation needs to preserve the statistical
properties of the cover image in addition to its perceptual quality. Therefore, capacity depends on
total number of bits per pixel & number of bits embedded in each pixel. Capacity is represented
by bits per pixel (bpp) and the Maximum Hiding Capacity (MHC) in terms of percentage [13].
4.Normalized Coefficient (NC):

Correlation is one of the best methods to evaluate the degree of closeness between the two
functions. This measure can be used to determine the extent to which the original image and stego
image remain close to each other, even after embedding the data.

5.Entropy:

It is a statistical measure of randomness that can be used to characterize the texture of the input
image. It is given by:

Entropy = — Pj Log Pj
RESULT ANALYSIS

In this section, experimental results are discussed and presented for the evaluation of
steganography robustness.[10]

Figure shows the five sample images which are used in the comparison. These are: “Lenna”
(552120 bytes), “scene” (1440000 bytes), “greenl” (337689 bytes), “bird” (605673) and
“Lennal” (921600).

The average PSNR and MSE values of test images versus LSB Steganography algorithm used in
our experiments have been given in Table. The value of the PSNR, MSE and Correlation
Coefficient are as shown in the Table. This algorithm is easy for detection/extraction.

For comparison with paper [1] we have taken the text hidden inside the Data Base Images
is “hello how are uu my name is neha” (32 characters).In paper [1] the value of PSNR is 83.51 but
in our algorithm the value of PSNR is 88.85. The greater is the value of PSNR, the more will
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be the image quality. Mean square error is used to measure the distortion in the image by
performing byte by byte comparison between the original image and stegoimage.The value of
Correlation coefficient is approximately equal to unity.

Table 3.1: Same image and same key but different messages[10]

Image | Image | Message Message key Cover Stego | Entropy

name | size size image | image | (image-a)
(bytes) |characters) entropy | entropy
bird 605673 | Hide.txt 10452 8765432112345678 | 6.3853 6.3840 | .2003
763
bird 605673 | Secret.txt 1050 8765432112345678 | 6.3853 6.3833 |.0311
765
bird | 605673 | Message.txt | 518 9765432112345678 | 6.3853 | 6.3853 | .0170
765
scene | 2152812 | Hide.txt 12345623 7.6434 | 7.6433 [.0740

scene | 2152812 | Secret.txt 12345623 76434 | 7.6434 | .0108
scene | 2152812 | Message.txt 12345623 76434 | 7.643 | .0055

neha | 2152812 | Hide.txt 6754321876534234 | 7.5236 | 7.5258 | .0705
56
neha | 2152812 | Secret.txt 6734321876534234 | 7.5236 | 7.5238 | .0099
36
neha | 2152812 | Message.txt | 518 6754321876534234 | 7.5236 | 7.5237 | .0053
56

Table 3.2: Same message and same keybut different images[10]

Image |Image  |Message | Message | ey Cover | Stemo
name | sie(hyes) fie mage | mage
enfropy | entropy
T4 | 7458 |

1380 {7356 |

T8 | 787 |
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Table 3.3 Same image and same message but different keys[10]

Image | Image Message | Message | key Cover | stego | Entropy
name | size(bytas) size image | image
entropy | entropy
koalz | 233929 | Hide.txt 10452 | E72345167543278 | 7.8364 | 7.8367

kodlz | 239929 |Hidetxt | 10452 | 12342378 7834 | 7.8367

Deer | 605673 | Secrettvt | 1050 | 45678321436734321 | 74613 | 74612

Deer | 605673 | Secretbst | 1050 654321784 74613 | 74612

green | 2339296 | Message.txt | 518 321445678432567 | 7.0202 | 7.0202

green | 2339296 | Message.txt | 518 43178 7.0202 | 7.0202

Table 3.4 Performance Evalutation of LSB Based Steganography Algorithm[10].

Image | Image | Messa [ PSN | MSE | Correla
name | size gesize [R tion

(chara coeffici
cters) ent

314572 | 10452 . 1

8
215281 | 1050
2
151290 | 32
0

605673

921600
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Figure 3.2: Cover image
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Figure3.3 Entropy versus message size
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This figure shows that entropy increases as message size(characters) increased. In this figure we
have taken 3 sample images. Sizes of images are in bytes scene(2152812), green(2359296), and
bird(605673).

CONCLUSION

In this paper the improved LSB based steganography is used. It is observed that if PSNR ratio is
high then images are of better quality. Both cover image and Stego image looks identical by
applying our algorithm. The amount of secret data that can be hidden by using this technique is
large as compared to other steganography algorithm. Increasing the capacity beyond certain level
will create detectable distortion in the stego image. But detectable distortion is very less and
capacity is more in our algorithm. We can improve the security further by using other statistics
(rotations etc.) to change the LSB of cover image.
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